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JOB DESCRIPTION
	JOB TITLE
	ICT Cyber Security Manager

	GRADE
	EPO10

	REPORTING TO
	Head of ICT and Digital

	JD REF
	CSUP0166P


PURPOSE
The ICT Cyber Security Manager will be responsible for developing and managing the ICT Digital Security and Cyber Risk function of the council. The post holder is responsible for ensuring the Council has robust risk management, security operations, architecture and incident response contingency mechanisms in place to protect the Council against cyber threats and data breaches.
Main duties and responsibilities
1. Responsible for the development, implementation, delivery, and support of an enterprise cyber security function, aligned to the strategic requirements of the council to safeguard all Council systems and data.
2. Responsible for providing expert advice and guidance on security strategies to manage identified risks and ensure adoption and adherence to ICT and digital standards.
3. Lead the creation and review of a security capability strategy that meets the strategic requirements of the business.
4. Lead and oversee security solutions/innovation and establish an enterprise security stance through policy, architecture, operational and training processes which ensures strong working practices, governance and compliance of cyber security across the Council. 
5. Responsible for ensuring the council meets its cyber security certification and compliance aspirations.
6. Ensure ICT Security and Cyber risk is documented, reviewed, analysed and reported to the wider council.
7. Facilitate cross-team working within the Cyber Security and wider IT function.
8. Ensure the Cyber Security function is providing maximum Return on Security Investment (RoSI).
9. Lead the provision of information security resource expertise, guidance, and systems necessary to execute strategic and operational plans across all the organisation's information systems.
10. As the Cyber Security Manager and senior responsible officer for escalations to the council, you will form part of the councils’ operational resilience team and be expected to represent cyber security topics to the wider council. 
11. [bookmark: _Hlk80364490]Deputise as Directed by the Head of ICT and Digital Services and/or another Senior Manager of the ICT management team.
12. May be required to undertake other reasonable duties commensurate with the job role descriptor grade as directed by the Head of ICT and Digital Services.

ESSENTIAL ROLE SPECIFIC KNOWLEDGE, SKILLS AND EXPERIENCE
Qualifications:
· Degree in relevant discipline i.e Computer Science or Information Security.
· Hold professional security certification to either Certified Information Systems Security Professional (CISSP), Certified Information Systems Auditor (CISA), Certified Information Security Manager (CISM), Certified in Risk and Information Systems Control (CRISC) or equivalent.
Or;
· Formal/accredited qualifications in information risk management, cyber, or information security.

Knowledge & Skills:

· Knowledge of different security frameworks and standards such as NCSC CAF, Cyber Essentials, ISO 27001.
· In-depth understanding of the Data Protection Act. 
· Strong written, verbal communication and presentation skills, working with all levels of seniority and disciplines within the organisation.
· Able to build credible and collaborative working relationships with peers as well as internal and external stakeholders.
· Strong communication and collaboration skills, dealing with fast-moving, complex scenarios supporting multiple initiatives and goals.
· Have a broad understanding of the councils’ information technology estate and architecture to ensure risks are identified.
· Strong project management skills. 

Experience:

· Extensive experience working in an IT/Cyber security function and amongst an operationally focused delivery team, with the ability to manage competing demands and multiple priorities. 
· Experience of working and negotiating with third party contractors. 
· Understanding of cyber risks to organisations including potential security threats and data breaches. 
· Proven track record of strong team leadership and strategic development in ICT.
· Working with a range of reporting tools such as firewall, intrusion detection system/vulnerability assessment. 
· Experience developing cyber related KPIs and KRIs.
· Producing needs analysis reports and analytical written reports.
· Awareness of operational issues and pressures.
DESIRABLE knowledge, experience and skills
Qualifications:
· Master’s degree in related discipline.
· Prince 2 Foundation.
· Management qualification or equivalent. 

Experience:
· Extensive experience working in ICT and within cyber security within a local authority setting.
· Significant proven experience of some of the following: Microsoft Exchange, SQL*Server, Oracle RDBMS, NTP, Certificate Renewals, Office 365 and Azure.

ADDITIONAL INFORMATION
The postholder will be expected to attend industry conferences in person to keep on top of latest cyber risk trends and represent Wirral council as a leading secure organisation.

Due to the nature of the role, out of hours working is expected and the postholder will be a nominated individual in the event of security incident or cyber response.

This role is hybrid with a mixture of home, remote and office working required. 

Health & Safety Considerations: 
· Lone working.
· Work with VDUs (Video Display Unit) (>5hrs per week).

Approved By: Peter Moulton, Head of ICT & Digital

Date Of Approval: 24/11/23
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